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Slovenian State Cloud (SSC or DRO) was established in December 2015 by Ministry of Public Administration and it represents a computer infrastructure for direct budget users and provides them with storage, development, business and other capabilities in the form of services, and the ability to quickly achieve their business objectives using the concept of cloud computing. Infrastructure is owned and operated by the government, it provides services that use sensitive, personal and other data and information that the government does not want to store outside its environment.
With the establishment of the DRO, we introduced a policy of open standards, ensured the connectivity of services, established a common service platform based on shared architecture for improved accessibility of public services to citizens, ensuring the availability of services from anywhere and at any time and providing effective information security. In 2015 we received the award of the American company EMC for the most innovative IT project in the Central Europe region. In May 2018 we obtained the ISO/IEC 27001:2013 certificate for the Information Security Management System for the domain of Hosting information solutions on DRO infrastructure.
The DRO is a logical set of support infrastructure and hardware and computer software. For example, it comprises UPS systems, server blades, various disk systems, access terminals, various virtualization platforms, operating systems, proprietary and open source software, control systems, management systems, hardware and software-defined network components, etc. The basis of the DRO computer cloud is the virtualization of hardware resources, which are arranged in three logical groups (data centers) in two locations (Ljubljana, Maribor): PDC (LJ), SP3 (LJ) and NIC (MB). The main building blocks of each data center are server systems (Dell Power Edge, Cisco UCS) and SAN multicore disk drives (EMC VNX and Unity), and at each location there is a bunch of other hardware resources common to the PDC and SP3 data center (high-speed disk EMC XtremIO, Oracle Exadata, NAS system EMC ISILON, dedicated disk storage system for EMC Data Domain, tape libraries, etc.). Network connectivity is provided by a government communication network (HKOM). Network Management Software (SDN, Cisco ACI) is used for network traffic within a data center (E-W) and for Internet connection (N-S). SDN provides the necessary flexibility for future changes to the installation of security and other services (IPS, IDS, firewalls, load balancers ...), as well as to introduce possible segmentation between upcomming new computer clouds (hybrid, research). Through the HKOM network, DRo is including also other institutions' data centers providing individual (especially sector-specific) services.
For virtualization of server resources, three different technologies are used from VMware (vSphere), Red Hat (RHEV) and Oracle (OVM). On VMware, newer DRO services and services related to Microsoft technologies are running, while Red Hat and Oracle virtualization support open source solutions, Java applications and Oracle databases.
In DRO there are services for very different areas. For internal needs there are infrastructure services IaaS (Infrastructure as a Service), and partly the entire PaaS (Platform as a Service) computer environments, and the latter, together with SaaS (Software as a Service) software for the end users, are also included in the general part of the service catalog. So the DRO offers, for example, central e-mail services, electronic document storage services, central backup services, universal storage of objects (documents, cases, multimedia files), common building blocks (Security Platform, SI-CAS, SI-CES, Tray, IO-Module, Piwik, search engine, electronic signature, time stamping, e-delivery system, big file exchange system, service bus), hosting information systems and web presentation pages, etc. including information security services.
Cloud platform in the Republic of Slovenia will also include the Hybrid Computer Cloud (HRO) for providing solutions to wider public sector, and the Innovative Development Cloud (RIO) as a development platform for educational institutions and startup companies:
1. [bookmark: _GoBack]The HRO will be infrastructure prepared in accordance with the government recommendations and standards, which will also monitor the safety and compliance of operations. As a rule, users will have to pay for the services (indirect budget users, municipalities, institutes, agencies). The goal is to modernize business processes and unify operations in the wider public sector.
1. RIO will provide a development environment for start-up companies, innovators, researchers, students, individuals, NGOs and public institutions, who will be able to use a common development-oriented IT infrastructure for realization of their ideas mainly in connection with open data, smart communities and cities and in connection with the Internet of Things. The use of RIO is particularly encouraged in the context of the development of innovative solutions for the public sector using a collaborative platform.
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