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1 An introduction to STORK

1.1 The STORK project
The STORK (Secure idenTity acrOss boRders linKed) project has been carried out by a consortium of 29 participants from 17 European countries, with the mission to establish an interoperability platform for existing electronic identifications in Europe. This platform allows European citizens to establish new e-relations with foreign governments, using their national credentials. 
Originally the governmental services which allowed the identification were defined as pilots, but starting from mid 2011, also other service providers may be connected.
1.2 How is this interoperability achieved?
As there are so many different credentials, all participating countries have agreed on an interoperability layer which allows the interchange of personal identity data between countries on a more abstract level than would be the case with the credentials. This interoperability layer is implemented between all national nodes of the connected countries, which on their turn connect to as well as Service Providers as the eID infrastructures in that country. Thus all specific things for foreign eIDs are hidden for national Service Providers.
A service provider can request foreigner’s personal identity data from his own national node, and will receive the reply from the same node. This national node will redirect the user to his own country for authentication; according to the following scheme.

Service providers can rely on the received identity data, as the foreign government guarantees that these data are the real data of the user, and that this user is traceable to a real person.
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1.3 STORK connected countries
Originally the STORK connected countries were Austria, Belgium, Estonia, Germany, Iceland, Italy, Luxemburg, Portugal, Slovenia, Spain and Sweden. Recently also Finland and Lithuania have connected and within soon we’ll also welcome France, Greece and the UK. In the future other countries may also connect to the STORK platform.
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1.4 User Control

As mentioned in the first paragraph, the platform allows users to receive new eServices from foreign governments. Successful transfer of his personal identity data requires that this user takes the initiative to connect to such foreign services, and later on, when requested for his identity, to introduce his credentials and give consent to this data transfer. Thus the user always has the control over his data, and the platform can comply with data protection regulations in each of the connected countries. Please note that all connected countries are participants in the European Union, or the European Economic Area, so they have a similar data protection regulation.

The STORK platform doesn’t store any personal data.
1.5 Quality of Authentication Assurance
In these STORK connected countries many different authentication schemes exist. Some of them are simpler like the use of a username and password, others are more elaborated, like those based on asymmetric encryption (PKI), storing the private key on a cryptographic device, like a smartcard. Furthermore, issuing procedures may be stricter or more relaxed. Both factors indicate that some credentials are weaker and others are stronger, and some service providers may restrict the access to citizens who own credentials of a certain quality. Thus the project has defined 4 levels of assurance of the quality of authentication (QAA), being 1 the traditional username/password scheme and 4 a PKI certificate in a removable cryptographic device. 

Before connecting to the STORK platform, service providers need to consider the level of QAA they will require for accessing their application, not only taking into account that a higher level of QAA implies more security, it also implies the exclusion of a larger group of European citizens, who don’t own credentials of that quality.  
1.6 Available data 
The STORK consortium has defined identity data which could be exchanged between countries; this definition is the maximum available set. Not any country has all data available, some have only identifier, name, surname and date-of-birth, and others have a set of over 10 data items.

If a service provider needs or wishes to know other data items which aren’t listed, or data which can’t be supplied by his home country, this service provider can request the user to introduce them; the only difference is that for these introduced data no government guarantees that they’re true.

The (maximum) available data items are:
· eIdentifier (foreign national identifier, with as a prefix the originating country and destination country)

· givenName
· surname
· inherited surname
· adopted surname
· gender (M/F)
· nationality
· maritalStatus (S (Single) / M (Married) / P (Separated) / D (Divorced) / W (Widowed))
· dateOfBirth
· countryOfBirth
· age
· isAgeOver ()
· residenceAddress
· in text format, up to 5 lines

· in canonical format

· residencePermit
· email
· title
· pseudonym
· fiscalNumber
· QAALevel of his credential

The following paragraphs include comments on some of these data items

1.6.1 eIdentifier
In some countries, like Portugal, Spain, Estonia, Sweden, etc., people are used to giving their personal identification number to any company or government. Normally, these people wouldn’t mind giving this number to any foreign administration, so these eIdentifiers are sent like ES/PT/12345678X.

In other countries this isn’t usual at all; people wouldn’t give their personal identification number to anyone, except for very special reasons. So normally in those countries the identifiers are changed with a mathematical algorithm, which allows service providers to uniquely identify this person in different sessions, but it doesn’t allow matching identifiers issued for different purposes, thus avoiding that people’s health register is matched with traffic fines. Those countries would send the eIdentifier like BE/ES/fDt01567jlNm; being the last part some base-64 coded value of the result of the mathematical algorithm. Beware that the result may be up to 92 characters large.
In most countries this value is persistent, i.e. if a user registers once, in a second visit to this site his eIdentifier will be the same as the first visit. In some countries however, no personal identification number exists; instead an identification number of his citizen card is used. When this card is substituted, after expiration or loss, a new number is used to identify this citizen.

This is the case for German and Greek citizens.

1.6.2 givenName and surname
Sometimes also called last name, but in Arab countries the last name is the given name, and the first name the family name. In some countries, when marrying, normally women adopted the surname of their husband. Modern law extended this right to men, allowing them to adopt the surname of their wife when marrying, and to other relationships then necessarily heterosexual matrimony. Thus in those countries the surname may change; the normal value in those cases is the adopted family name. In other countries the surname is the inherited family name and always remains the same during all of your life

In all STORK connected countries such a surname exists, but in some countries the population registry doesn’t separate them, so isn’t able to send them. This is the case in Iceland. 
In some countries alternative alphabets are used, like Greek, Cyrillic and Russian. Although the used character set allows for these letters, in STORK we have agreed to use the latin letters (a-z), of course with some accents and “strange” letters like ñ, ç, ð, etc. This allows the human reader of the text to pronounce it.
1.6.3 countries
Nationality as well as countryOfBirth indicate some country in the world. These indications of countries use the ISO3166 standard, which is always a two letter uppercase country code. Nevertheless, countryOfBirth may be a country which doesn’t exist anymore, like the German Democratic Republic (or East-Germany) from before October 1989. In those cases the ISO3166-3 standard uses a 4 letter code.

1.6.4 isAgeOver
This data item is on line derived from age, which on its turn is derive from the dateOfBirth. It can be requested multiple times, e.g. isAgeOver(15) and isAgeOver(18). If the response is isAgeOver(15) and isAgeOver(<none>), the service provider knows that the user is over 15 and under 18 years old. 

1.6.5 Residence Address
The residence Address is the place where the citizen officially lives. It’s available in two formats: 5 lines of text, understandable by post organisations in the destination country, and in canonical format, i.e. subdivided into 

· countryCodeAddress

· state

· municipalityCode

· town

· postalCode

· streetName

· streetNumber

· apartmentNumber
1.6.6 QAALevel
This data item is not really a data item which describes the person; it describes his credential. Normal users won’t understand this data item, so no consent is requested for this attribute.
1.7 Mandatory and optional data
Before connecting the registration function of an application to STORK, the owner of this application should determine which data items to request; which of them must be there (mandatory) and which may be optional. Mandatory data must be present to recognise such a person in the role he pretends to fulfil: the business requirements for customers may be given-name and surname, whereas for personnel also the gender and date of birth may be required. Those absolutely required (verified) data should be requested as mandatory.

Additional data should be marked as optional in the request, thus, if available, the service provider will receive them. If any mandatory attribute is missing, not any data item will be sent to the Service Provider, instead he’ll receive the error message. 
1.8 Data protection
Please beware that data we request need to be proportional to the purpose we want to use them for. This is one of the principles of EU data protection directive (EU-Directive 95/46/EC) and national legislations; please refer to your national data protection legislation for more details. Furthermore, in line with this data protection issue, you should also make sure that your data protection policy is also published in English language. Most Websites publish the privacy policy after clicking a link on the main page, like the link at the bottom of next screenshot.
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2 STORK Service provider integration package

STORK Service provider integration packages are downloadable from the OSOR website in the Internet, for different countries and for different technologies. Each package will have this document, translated to the national language, as well as 3 other parts which are explained briefly.

Furthermore, an explanation of the procedure for connecting to the STORK platform in your country is the last point of this chapter.
2.1 A software package
This software includes one example, how to integrate STORK in a service provider. It is a Demo Service provider which allows you to interrogate national and foreign personal identity data.
Please make sure to download this example in the same technology (java, php or .NET) as the one you use in your portal. Currently only Java version is customized to Slovenia.
This software package is configured to connect with your national node. 
2.2 Integration document
The integration document describes how to deploy the example and to do a similar job integrating STORK into your service. An important chapter in this document is the FAQ.
2.3 Toolkit
The toolkit contains demo credentials, valid in the test nodes of different countries.
2.4 Procedure
The STORK connection to the preproduction environment requires you to send the annexed form filled in to connect_pre@example.com, attaching the certificate you’ll use for signing. In a maximum of 2 working days you’ll be allowed to send requests.
Any problems can be reported to support@example.com, or by phone to 0900-123456.

For production environment the same form must be filled in, and also the qualified signing certificate must be attached in a message to connect@example.com. Please make sure that the indicated contact  person is the one responsible for the system in production. 
If tests in preproduction have been successful, in a maximum of  2 working days you’ll be allowed to send requests.
STORK integration request
Service provider name: ………………………….

Certificate issuer and number: …………………..
Contact person (email): ………………………….

Requester name and function: ……………………

Date: ………………………………………………

Signature:

.










































































































� In very special cases people have the right to change their surname.
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